
 

  
     

 

        
         

       
             

               
          

              
            

        
           

     
 

         
       

            
          

           
        

 
           



 

  
     

 

 
 

       
        

             
      

 
      

          
          

       
      

          
       

             







 

  
     

 

 
 

         
   

      
          

 
 

            
         

        
  

 
            

      
      

       
 

         



 

  
     

 

 
 

         
   

      
      

        
       

         
              

     
          

 
 

       
        

          
 

        
     

 
        

           
 

           
         

         
             

       
       

 
 

           
      

    
          

           
             

       
            
              

     
           

o When appointed, the Chief Privacy Officer of NYSED will also provide a 
procedure within NYSED whereby parents, students, teachers, 
superintendents, school board members, principals, and other persons or 
entities may request information pertaining to student data or teacher or 
principal APPR data in a timely and efficient manner. 

1. Must additional elements be included in the Parents’ Bill of Rights.? 
Yes. For purposes of further ensuring confidentiality and security of student data, as an 
appendix to the Parents’ Bill of Rights each contract an educational agency enters into with a 
third party contractor shall include the following supplemental information: 

(A) the exclusive purposes for which the student data, or teacher or principal data, will be 
used; 

(B) how the third party contractor will ensure that the subcontractors, persons or entities 
that the third party contractor will share the student data or teacher or principal data 
with, if any, will abide by data protection and security requirements; 

(C) when the agreement with the third party contractor expires and what happens to the 
student data or teacher or principal data upon expiration of the 



 

  
     

 

 
 

            
           
      

 

           
       

              
           

    
      

           
             

         
              

    
         

       
 

          
     

             
  

        
          

           
        

       
         

          
     

        
         

 
 
 

        
 

         
     

            
          

Services of a third party contractor covered under Education Law §2-d include, but not limited 
to, data management or storage services, conducting studies for or on behalf of the educational 
agency, or audit or evaluation of publicly funded programs. 

When an educational agency enters into a contract with a third party contractor, under which the 
third party contractor will receive student data, the contract or agreement must include a data 
security and privacy plan that outlines how all state, federal, and local data security and privacy 
contract requirements will be implemented over the life of the contract, consistent with the 
educational agency's policy on data security and privacy. 
However, the standards for an educational agency’s 



 

  
     

 

 
 

         
 

        
        

         
         

        
           

          
           

 
 

      
 

       
        

           
 

 
              

               
 

any party relating to the alleged improper disclosure of student data or teacher or principal APPR 
data. 
Where there is a breach and unauthorized release of PII by a by a third party contractor or its 
assignees (e.g., a subcontractor): (i) the third party contractor must notify the educational agency 
of the breach in the most expedient way 



 

  
     

 

 

 

 
          

             
    

 
                

         
 

          
       

                
   

 
            

        
 

 
         

     
            

                
         

            
    

 
      

          
     

 
         

          
          

                
    

        
          

        
          

    
       

ATTACHMENT 

Model  Notification  of  Rights  under  FERPA  for  Elementary  and  Secondary  
Schools  

The Family Educational Rights and Privacy Act (FERPA) affords parents and students who are 
18 years of age or older ("eligible students") certain rights with respect to the student's education 
records. These rights are: 

1. The right to inspect and review the student's education records within 45 days after the 
day the [Name of school (“School”)] receives a request for access. 

Parents or eligible students should submit to the school principal [or appropriate school official] a 
written request that identifies the records they wish to inspect. The 



 

  
    

 

 
 

              
 

 
        

              
            

            
              

 
           

     
       

 
   



 

  
    

 

 
 

        
       

        
           

          
          

  
 

         
          

         
   

 
         

             
           

      
 

        
       

     
 

         
 

                 
 

 
     

 
              

  
 

     

such as the State educational agency in the parent or eligible 



   
     

 
 

  

  
  

  

  

X Disclosure of Student Data 

Disclosure of APPR Data    

   

 
 

   
  

    
 
 

   
     

ATTACHMENT S-1  
Attachment To  Parents’ Bill Of Rights  

For Contracts Involving Disclosure of  Certain Personally Identifiable 
Information 

Education Law §2-d, added by Ch. 56 of the Laws of 2014, requires that a Parents’ Bill of Rights 
be attached to every contract with a third-party contractor (as defined in the law) which involves the 
disclosure of personally identifiable information (PII) derived from student education records (“Student 
Data”), or certain teacher/principal information regarding annual professional performance evaluations 
that is confidential pursuant to Education Law §30212-c (“APPR Data”).  Each such Contract must include 
this completed Attachment to provide specific information about the use of such data by the Contractor. 

1. Specify whether this Contract involves disclosure to the Contractor of Student Data, APPR Data, or 
both. NYSED program office checks applicable box(es). 

2. Describe the exclusive purposes for which the Student Data or APPR Data will be used in the 
performance of this contract. 

Grantees may potentially use this data to better inform student intake, assessments, and to better 
match students with appropriate classroom assignments and educational needs.  

3. Identify any subcontractors or other persons/entities with whom the Contractor will share the Student 
Data or APPR in the performance of this Contract and describe how the Contractor will ensure that 
such persons/entities will abide by the data protection and security requirements of the Contract. 

Subcontractors or other entities with whom the Contractor will share data: 
University Settlement will not be sharing data with any subcontractors or any other  
entities.   

In the event the Contractor engages a Subcontractor or otherwise shares Student Data or APPR 
Data with any other entity, Contractor acknowledges and agrees that before any such data is shared 
with a Contractor or another entity, such party must agree in writing to be bound by the 
confidentiality and data protection provisions set forth in this Contract including, but not limited 
to, the “Data Security and Privacy Plan” set forth in Appendix R.  Upon termination of the 
agreement between the Contractor and a Subcontractor or other entity, Contractor acknowledges 
and agrees that it is responsible for ensuring that all Student Data or APPR Data shared by the 
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  Contractor agrees to return the Student Data or APPR Data to NYSED consistent with the
protocols set forth in Paragraph 4 of the “Data Security and Privacy Plan” set forth in
Appendix R.  

 

 
 

 
X Contractor agree to securely destroy the Student Data or APPR Data 




