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Applicable Law 
 

FERPA protects the privacy of student educational records, and places 
restrictions upon educational agencies regarding the release of student PII.  New 
York has adopted additional privacy laws and regulations2 that further protect a 
student’s PII from unauthorized disclosure, especially as it pertains to third party 
contractors. 

 
In accordance with the requirements of Education Law § 2-d, NYSED adopted 

a Bill of Rights for Data Privacy and Security that authorizes NYSED’s Chief Privacy 
Officer to address parent complaints about possible breaches and unauthorized 
disclosure or release of student PII.  The Commissioner’s regulations define student 
data as “personally identifiable information from the student records of an 
educational agency.”  Section 121.1 (a) of the Commissioner’s regulations defines a 
breach as the “unauthorized acquisition, access, use, or disclosure of student data 
and/or teacher or principal data by or to a person not authorized to acquire, access, 
use, or receive the student data and/or teacher or principal data.”  Section 121.1 (t) 
further defines an unauthorized disclosure or release as “any disclosure or release 
not permitted by federal or State statute or regulation, any lawful contract or written 
agreement, or [a disclosure] that does not respond to a lawful order of a court or 
tribunal or other lawful order.” 

 
Analysis 

 
Section 121.4 of the regulations of the Commissioner of Education and 

NYSED’s § 2-d Bill of Rights for Data Privacy and Security allow parents, eligible 
students, teachers, principals, or other staff of an educational agency to file 
complaints about possible breaches and unauthorized releases of PII.  Complainant, 
the parent of a student who attends the district’s schools alleges that she improperly 
received PII of two other students.  The district does not dispute complainant’s 
standing to bring this complaint.  NYSED’s Privacy Office may address the 
complaint.   

 
The district concedes that an unauthorized disclosure of student PII was made 

on May 16, 2024.  This disclosure 
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  Therefore, the best 

resolution to these ongoing data breaches is to ensure that they do not recur.  
 

Determination  
 
  The district admits that an improper release of PII occurred. This release of 
information constitutes a breach as defined by § 121.1 (a) of the regulations of the 
Commissioner of Education.  Therefore, the d




